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Abstract

We construct Group Oriented (GO) Attribute-based Encryption (ABE)
scheme (GO-ABE scheme) using the post-quantum cryptographic
primitive lattices and employ Shamir's secret sharing scheme to satisfy
GO-ABE requirements.
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Abstract

We construct Group Oriented (GO) Attribute-based Encryption (ABE)
scheme (GO-ABE scheme) using the post-quantum cryptographic
primitive lattices and employ Shamir's secret sharing scheme to satisfy
GO-ABE requirements.

Content

Group Oriented Attribute-based Encryption
Attribute-based Encryption (ABE) : KP-ABE and CP-ABE
GO-ABE Scheme
Requirement of GO-ABE

Post-quantum construction of GO-ABE (our Goal)
Post-quantum primitive — Lattices
Need of Shamir’s Secret Sharing Scheme
Post- quantum (step by step) construction
Summary with Limitations

/_\ rz ATR Proprietary Information



GROUP ORIENTED ATTRIBUTE BASED
ENCRYPTION SCHEME
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Attribute-based Encryption (ABE)
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Cipertext Policy ABE:
Ciphertext is associated to
a policy; private key
associated to a attribute
set.

Policy decides who can
decrypt the data.

Key Policy ABE:

Ciphertext is associated to a
attribute set; private key
associated to a policy.

KP-ABE

Policy decides which data 4 )
can be decrypted. Data 1: ' User 1:
News: Celebrity O] Name: Alex
Channel: Movies Position: Doctor
Place: Asia l Place: ABC Hospital
\_ J
4 ) )
Data 2: User 2:

News : Matches Name: Ann
Channel: Sports Position: Patient

Place: Japan Place: Japan |\ '
\_ / \_ J
4 ) 4 -
Data 3: User 3: -

News: Culture ﬁ ol Name: Charles
Position: Clark

Channel: Cartoon
Place: Europe Place: ABC Hospital

- J

Sports @ Patient
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GO-ABE [Li et al. 2015]

= Group Oriented Attribute-based Encryption (GO-ABE) was
introduced by Li et al. in NSS2015

= Group Oriented Attribute-based Encryption (GO-ABE) allows
o Users from the Same Group

to cooperate to decrypt a ciphertext

o Without revealing their secret keys
KP-ABE CP—ABE

“Users from the same group are able to L
cooperate with each other to decrypt a GO-ABE
ciphertext encrypted under a set of
attributes a such that a single user may not
have enough attributes to match the
attribute set o

[Li et al. 2015].
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Requirement of GO-ABE — Confidential Data Access

In a company
structure, it is
obvious requiring
high level managers
. involvement from
AND o different departments
to access company
confidential data
probably saved in the
cloud.
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Requirement of GO-ABE — Confidential Data Access

AR

AND || %

ATR Proprietary Information

But CP-ABE allows a
single party who
possesses all the
required attributes to
access data. It is not
practical because no
manager may hold all
the positions from
different
departments.




Requirement of GO-ABE — Confidential Data Access

Allow managers
from all required
M departments to
ot collaborate for
accessing data —
which is the real
requirement of
company structure

AND
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Requirement of GO-ABE — Access Patient Data [Li et al. 2015]

-

Public

key |

a Patient Data

Access Policy

Encrpr To access data

| decrypting person
should be a
' | Cardiologist and

Gastroenterologist

Decrypt Attrlbutes

text

--

Doctor 3:

AR

Dermatologists

Doctor 4:
Endocrinologists
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Doctor 1 (Cardiologist) and
Doctor 2 (Gastroenterologist)
collaborate
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GO-

ABE [Li et al. 2015]

Public parameter PK

Master secret key MK

Public parameter PK  Ciphertext C

Setup Security parameter 1
Encryption

Message M

Access Policy W
KeyGen Public parameter PK

Master secret key MK

Group id g

Attribute set S
Decryption Ciphertext C

AR

Message M

Public parameter PK

Group id g

Satisfies the selective set model security
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Decryption Key SK¢

&

Cooperating user attribute sets:

U=51USZ UUSN
Decrypt if [W n U| > ¢,
t is the threshold value
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Selective Set-model Security

The adversary's goal is to determine which of the two messages is encrypted using
the predefined attribute set W*.

C A A is an adversary against selective-set model anonymity.
Initialize (OW" C is a Challenger.
Setup (1) A sends the challenging access structure W,
(2)PK, MK (3)PK (2) € creates PK and MK

(3) Gives PK to A.

Query Phase 1 (4) S (4) A queries private keys for attribute set § # W* and
o & (5) C replies with SK quering his own oracle.
(5)SK; (6) A sends the message b* € {0,1}.

(7) € selects a random r € {0,1}.

Challenge (6) b* € {0,1) (8) If r = 0; ¢}, c; are honest values. Else selects

(7) r € {0,1} randomly. * o

(8) C* (9)C* (9) C outputs C* = (W*, ¢4, c5)
(10) A sends r'.

s (10) ' If ¥'= r then A wins.

AR
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GO-ABE [Li et al. 2015]

= Group Oriented Attribute-based Encryption (GO-ABE) allows
o Users from the Same Group
to cooperate to decrypt a ciphertext
o Without revealing their secret keys

Users from the same group are able to cooperate with each other to decrypt a ciphertext
encrypted under a set of attributes a such that a single user may not have enough attributes to
match the attribute set a [Li et al. 2015].

Li et al.'s proposal is
constructed using bilinear
mappings.

Not quantum safe
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Our Goal

=Provide a quantum safe construction for the GO-ABE scheme

oWhat are the supporting primitives / building blocks in our proposal
= Lattice-based cryptography
= Shamir’s secret sharing scheme

/_\ rz ATR Proprietary Information
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GO-ABE SCHEME FROM LATTICES
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Lattice-based Cryptography

= Is quantum safe because computational problems like Approximate Shortest
Independent Vector Problem (SIV P,) not broken (yet).

= We use Learning with error (LWE) and Small Integer Solution (SIS).
= LWE asked to distinguish LWE samples from truly random samples
= SIS asked to find small non-zero vector x, such that A.x = 0 mod g and ||x]|s < B

LWE: Learning With Errors SIS: Short Integer Solution
A xee =z A Xm0
For given (A,z), find (x, e) For given (A), find non-zero vector(x)

/—\ rz ATR Proprietary Information 17



Shamir’s Secret Sharing (SSS) scheme

= A secret s is split in to ¢ shares; at least k shares should be combined
to reconstruct the secret s

S1
So \
T S— [ secret
S : S
Dividing the secret - Reconstructing the secret
into shares s, using some shares

/_\ I-z ATR Proprietary Information



Why we use Shamir’s Secret Sharing (SSS) scheme

AR

GO-ABE Requirement:

Users should be from the same group
Users should keep their attribute secret keys secure

ATR Proprietary Information
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Why we use Shamir’s Secret Sharing (SSS) scheme

GO-ABE Requirement:

Users should be from the same group
Users should keep their attribute secret keys secure

SSS allows J shares of ¢ shares to construct the origin.
In our construction,

AR

Public key u = (uq,uy, ..., uy,)

Share u among ¢ shares, such that j-th share vector i; = (a,-,l, ...,ﬁj,n)
The fractional Lagrangian coefficient L;is calculated such that, u =
Y.ies Lj, where | c [{]

“+Our proposal does not use SSS to reconstruct a secret; use for proving
the users are from the same group.
“+Shares are used to generate secret keys of individual users.

ATR Proprietary Information
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Our Proposal: GO-ABE scheme construction from Lattices

i
J.

Trusted Setup Party

Encrypting Party

Patient
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Decrypting Party

Gastroenterologisto

Cardiologist -
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Our Proposal: GO-ABE scheme construction from Lattices

Trusted Setup Party

| Encrypting Party
B R T A A
i Le
o each group has an id g and has unique group public key (GPK = (G, Gy, G1,8)).
and a secret key (GSK = T) selected from (G, T¢) & TrapGen(n, m, g) and ator

Go, G; € Zg"™ and g € Zgrandomly.

Cardiologist
Syste ﬂ
Gastroenterologisto
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Our Proposal: GO-ABE scheme construction from Lattices
<. Setup(1)- (PK = ({A}ie[{,],u),MK = {T}ie[{,])

Trusted Setup | 1. FoOr all attribute i € A:
Party Ale, szl « TrapGen(n,m, q)
2. Select vector u € Z"

G, (e
*fﬁ'j‘it%—é”& [
X\:J ! fEE s | SRR
&
Key Generator
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Our Proposal: GO-ABE scheme construction from Lattices
N P

Encrypt(PK , M, W)- (C = cy,c;)

1. Let D &f (£1)?
2. Select s € Z, for i € [w]:e; €
Zg',and e € Z,
3. ¢, =Als+ De; fori € [w],
c; =uls + De+ M|q/2]

/

Setup Party | 2. Select vector u € Lg

PK = ({A}icjs 1)
M= N

/

- PK = ({AYicro) 0)

250, ﬁi —J
e
[ 2< \

Trusted

v

S
O

Setup(2)- (PK = ({A};g 1), MK = (Tiepy)

1. For all attribute i € A:
At_,,TL, « TrapGen(n,m,q)

|
Key Generator

PK = ({A}icis 1)
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Our Proposal: GO-ABE scheme construction from Lattices

Encrypt(PK , M, W)- (C = ¢4, c;)

1. LetD & (£1)2
2. Selects € Zg, fori € [w]:e; € Z7},and e € Z,
3. ¢; =Als+ De;forie[w],

c; =uls+De+ M|q/2|

PW

Trusted
Setup Party

Setup(4)- (PK = ({A}ie[{’]'u)’MK - {T}iE[i’])

1. For all attribute i € A:
Af-):l, T{?:l < TrapGen(n,m, q)
2. Select vector u € Zg

\I’I(:(M}ie[{)],u)\A/A\ N

V?:F‘ﬁ%ﬁl" PK = ({A}itqu) MK = Dieta HHH
NHESa Key Generator
KeyGen(PK , MK, g, S)- (SK§ = ((x{, ...,x%),d) )

g
‘fSKS:Cardi

SK2

o
>
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1. For a group: G, T; < TrapGen(n,m,q)
Go, G1 € ZTC’Ian’g € ZZL
Set GPK = (G, Go, Gl,g), GSK =TG

2. Userid d eN
3. Use SSS on u, such thatu = ;¢ L; - 4;
4. Fori € S:
v; « SamplePre(A;, T, U; —g,0);A;-v;=1U; — g
5. Compute G; = [G|G, + dG,] and
T,; < ExtBasis(T;, G;)
6. Fori € S: x% « SamplePre(Gg, T4, v;,0); G- x% = v;




Our Proposal: GO-ABE scheme construction from Lattices

Encrypt(PK , M, W)- (C = ¢4, c;)

Setup(1)- (PK

1. LetD & (£1)2

3 o =ATs+Delf0rlE
C; = U s+De+M[q/2J

2. Selects € Zg, for i € [w ]elEZm and e € Z,

= ({A}ie[{’]' “) » MK

= {T}ie[{’]>

Trusted
Setup Party

1. For all attribute i € A:
Af-):l, T{?:l < TrapGen(n,m, q)
2. Select vector u € Zg

/

_. PK = ({A}l€[€
/’5 £ l ;EIA

Decrypt(PK , C, g)—>M

Syste

PK = ({A}icjs 1)
= TA'E[f]
PK = ({A}le[{’ )

e A

x§),d) )

Key Generator
KeyGen(PK ,MK, g, S)- (SK& = ((x%, ..
SK? v 1. For a group:
G, Tg < TrapGen(n,m, q)

YG

publishes y; = (Gd X;)

Calculate L;; ¥jepq Ll-Al- yi =u mod q
Compute r < ¢, — ((k X g)" + Yien L
If |r| < %,output 0, else 1 as the message M

SK5_ 4,

S=Gas

T 5.
iYi Cl)

ation

v; « SamplePre(A;, T;, U;

Fori € S:

Compute G; = [G|G, + dG,] and
T,; < ExtBasis(T;, G;)

d _
xl-—vl-

—80); AV, =1,

J. UST JJJ UIT U, SuUcItT u atu = Zje]Lj 'ﬁj

6. Fori€S: xf" « SamplePre(G,, Ty, v;,0); G -
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Our Proposal: GO-ABE scheme construction from Lattices

Encrypt(PK , M, W)- (C = ¢4, c;)

1. LetD & (£1)2
2. Selects € Zg, fori € [w]:e; € Z7},and e € Z,
3. ¢; =Als+ De;forie[w],

c; =uls+De+ M|q/2|

Decrypt(PK, C, g)- M
M

Syste

Calculate L; Xiepy LiAiyi = M
Compute r « ¢, — ((k x g)T + Dielk] Liyf cl)

Trusted

Setup Party

/
ij\tiﬁi&h: PK = ({A}icre) )
o

Setup(2)- (PK = ({A};g 1), MK = (Tiepy)

1. For all attribute i € A:
Af-):l, Ti{)=1 < TrapGen(n,m, q)
2. Select vector u € Zg

PK = ({A}icjs 1)

MO A

Key Generator

KeyGen(PK , MK, g, S)- (SK§ = ((x{, ...,

x§),d) )

SKE_._ 1. For a group:
—= G, T; < TrapGen(n,m,q)
Go, G1 € ZZ’Lang € Zg'
Set GPK = (G, Go, Gl,g), GSK =TG
2. Userid d eN
3. Use SSS on u, such thatu = ;¢ L; - U;
SK:_ .. |4. Fories:

5. Compute G; = [G|G, + dG,] and

If |r] < %,output 0, else 1 as the message M

Compute G; = [G|Gy + dGq]
publishes y; = (G, - x;)

T,; < ExtBasis(T;, G;)
6. Fori€S: x? « SamplePre(G,, Ty, v;,0); G

v; < SamplePre(A;, T;,U; — g 0);A; v, =1U; — g

d _
"X =V
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Security Proof

= Based on the hardness of Decision-LWE problem we proved that Lattice-based
construction of GO-ABE scheme provides ciphertext privacy in the Selective-Set
model.

= Selective-Set model: The adversary declares the attribute set W that he wishes to
be challenged upon.

Theorem 1. If there is an adversary A with advantage > 0 against the
selective-set model for the GO-ABE scheme, then there exists a PPT algorithm
B that can solve the decision-LWE problem.
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Selective Set-model Security

Proof. The simulator B uses the adversary A to distinguish LWE oracle O. First B queries
the LWE oracle O for (fm + 1) times and obtain LWE samples (ay, by) € ZZ‘ X Zg, Where

k € {0,1,2, ..., m}. Then B proceeds as below.

B A Initialize: A announces to W* to B
niticliza DOW Setup: B selects LWE challenges
Setup < {(ag, bo), (a}, b}), (a?, b?), ... (al, b}")}iem for public
2)PK, MK . —
LZaB (3)PK i matrices A; and a, as u
Phase 1: B answers each private key query by selecting
Query Phase 1 (4) S parameters from LWE
(5)SK® Challenge: When A sends b* € {0,1}, B uses W* and sets
> ¢, = (Db}, Db?, ..., DBI") for i € [#]
Challenge c, = Day + My|q/2] if he wishes to generate C*. That is
; (6) b* € {0,1} r = 0. Otherwise he randomly selects values.
(7) r € {0,1} Guess: A outputs b’ If
(8) ¢’ (9)€ =
Guess (10) '

/—\ rz ATR Proprietary Information 29



Summary

= We present the Lattice based construction of GO-ABE scheme
= We employed Shamir’s Secret Sharing Scheme to satisfy GO-ABE requirements

= Limitations:
1. Efficiency is less in decryption because need to collect users’ shares; however, this is reasonable
fulfilling practical applications like access company confidential data

2. Only AND-gets on multivalued attributes are considered; not complex access policies
3. There is no tracing mechanism to track cooperated users
4. The cooperating situation is not controlled

5. Issues may occur due to the use of SSS:
Ex: If any structural change happens like introducing new attributes, need recreate all the keys

Thank you for Listening

perera.nisansala@atr.jp
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Attribute-based Encryption (ABE)

Public-key Encryption (PKE)
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Decrypt \
N o »
N @ @

Ciphertext-Policy Attribute-based
Encryption (CP-ABE)
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CP-ABE Application — Patient Health Record System??

N\
/ @ Patient Data

Public I
kev O Access Policy
7" | Encrypt

To access data
decrypting person

p |
< should be a

' | Cardiologist and
K = / Hospital HH

Secret_
[
N Doctor 1:
o Doctor 2:
N
text Cardiologist ] Gastroenterologist
Doctor 3: Doctor 4:

Dermatologists

Endocrinologists
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Necessity of GO-ABE [Li et al. 2015]

N\
/ text <# Patient Data

Public T
key | Access Policy »
" | Encrypt To access data {

|
| decrypting person
should be a
' | Cardiologist and

Gastroenterologist

Attributes
[

Doctor 1:

Cardiologist Doctor 2:

] Gastroenterologist

Doctor 3: Doctor 4:
Dermatologists Endocrinologists

Li, Mengting, et al. "GO-ABE: group-oriented attribute-based encryption." International Conference on Network and System Security. Springer, Cham, 2015.
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Necessity of GO-ABE [Li et al. 2015]

-

Public

key =

N\
Patient Data

b Access Policy

Encrypt] To access data

| decrypting person
should be a
' | Cardiologist and

Gastroenterologist

AR

Decrypt Attrlbutes

text

--

Doctor 3:

Dermatologists

Doctor 4:
Endocrinologists
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Doctor 1 (Cardiologist) and
Doctor 2 (Gastroenterologist)
collaborate
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= Even though both numerator and denominator in Li can be bounded as a fraction of
integers, when presenting Author Proof 6 M. N. S. Perera et al. as an element in Zq
the value Li is arbitrarily large. The idea of clearing the denominators prevents the
large-value problem of Li. Let D := (1)2 be a sufficiently large constant, such that
DLi € Z for all i. Multiplying noise vectors of the encryption function with D we get,
Cid = IBE.Enc(id, b € {0, 1})=(AT 1,id1 s+Del,..., AT ,id s+De, uT s+De +bg/2).
Thus, it is sufficient to bind the below for the correctness of the IBE scheme by g/4.
Dei — k ieS DLixT i ei Since DLi is an integer bounded by D2, it is enough to select
noise vectors bounded by q/4D with overwhelming probability.
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Lattices

Set of points in a n-dimension
space, arrange on a periodical
manner

- 37
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